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ABSTRACT
An individual’s personal information identifies him and reveals who he is. Being aware of
data privacy can help protect personal information from leakage.
enough.

However, awareness is not

Conscious effort to understand and familiarize one’s self on the provisions of data

privacy should also be exerted to guarantee safety. The study used mixed methods of research
on the knowledge of stakeholders and practice of the library and librarians on Philippine Data
Privacy Act (DPA) of 2012 using a researcher-made questionnaire. The data were determined by
computing the frequencies and percent values of the “Yes” responses of the 115 library
stakeholders of Saint Mary’s University. It was found that despite the library stakeholders’ great
knowledge of the DPA, they also exhibited insufficient knowledge on some provisions.

In

addition, the library exhibited great practice and compliance to the DPA, however there is a need
to improve those provisions with poor practices.

Keywords: Data privacy act, Library data privacy manual, Library policies, Processing of personal
data, Protection of data and information, Personal data security, Right to privacy,
Security of information
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Introduction
“Safety starts with awareness; awareness starts with you” (Geographe Safety Compliance
Services, 2018). Privacy has common value since everyone values it. It has public value as part of
the democratic system and collective value since everyone is using technology and their privacy is
at risk. In this perspective, the value of privacy is not confined to one’s personal space but rather
to the whole society. The people’s interactions and their privacy then are intertwined and that
the relationships affect one’s judgment as to what information should they disclose. The social
exchange theory provides an empirically tested framework to this study. King (2018) posits that
an individual relationships affect decision as to what personal information should he disclosed.
According to Regan (2009), privacy has social value. Thus, the library gives service in exchange to
one’s personal information.
Libraries as service-oriented organizations should value privacy and confidentiality of its
library users’ personal information.

One principle of good records management is maintaining

the security of records in an organization and that all records must be protected from
unauthorized access and be stored in a secured environment. This is aligned with the American
Library Association (ALA) Code of Ethics, that libraries should protect the privacy and
confidentiality of the library user’s personal information.

Also, the International Federation of

Library Association, Inc. (IFLA) Code of Ethics mandates librarians to ensure privacy and protection
of library users’ personal information.

Technology has been widely used by libraries to deliver

effective and efficient services to its users.

However, the risk of leaking their personal

information has become a great challenge. The integrated library systems are used in order to
conduct library transactions such as circulation and others, to which library users’ information can
be stored; thus, there is risk of information being exposed. The IFLA Internet Manifesto stated
that “Library and information services have a responsibility to strive to ensure the privacy of their
3

users, and that the resources and services that they use remain confidential.” In addition, it is
recommended by the IFLA governing board in August 14, 2015 that “libraries should respect and
advance privacy both at the level of practice and principle”.
In the Philippines, Republic Act No. 10173 otherwise known as “An act protecting
individual personal information in information and communications systems in the government
and the private sector, creating for this purpose a national privacy commission, and for other
purposes” is a policy enacted in order to protect the fundamental human right of privacy and of
communication while safeguarding free flow of information to promote innovation and growth.
This manifesto shows how the Philippine government campaigns for data privacy requiring
organizations and institutions to comply.

Libraries are not exempted because as a service

provider, they are tasked to protect the interest of their clients and safeguard personal
information collected from them. Thus, further actions are required to strengthen data privacy.
Librarians need to comply with the following DPA: 1) List down the activities or systems
that involve the processing of personal data which include collection and storage of library users’
information into a database that is needed in library circulation, or registration mechanisms; 2)
Determine the need for sensitive personal information such as examining collected information
classified as sensitive personal information; 3) Identify the legal basis for data processing using the
DPA’s law on processing personal data; 4) Review agreements with third parties wherein libraries
need to make sure that they too are as conscious about their data protection obligations; and 5)
Prepare for the conduct of Privacy Impact Assessment (PIA) based on the evaluation results, and
that data protection measures should be done (Dela Cruz, 2018).
In the same manner, libraries as institutions should guarantee that collected personal
information of library users should be treated with utmost confidentiality. Privacy is important
because “rights of privacy are necessary for intellectual freedom and are fundamental to the
4

ethics and practice of librarianship” (ALA, 2014).

The protection of library users is deeply related

to intellectual freedom. Similarly, IFLA proclaimed the “Statement on Libraries and Intellectual
Freedom”.

Protection of intellectual freedom in libraries is focused on protecting freedom of

expression, freedom of thoughts, and users’ right to know; the prerequisites of this are no
censorship and protection of users’ privacy. Censorship cases in the 1930s in the US served as a
push to enact the ‘Library Bill of Rights’ which has been continuously revised. According to Kim
(2011), library users have the right to research and study without any monitoring of their interests
by other people. However, library users may not consider their book borrowing records to be a
personal secret, but if we take a closer look on the book borrowing records we can infer the
thoughts, beliefs, and personality of the borrower that may lead to the possibility of serious
privacy infringement.

With this, library users can enjoy genuine intellectual freedom only when

their privacy rights and rights to know are realized and secured.
In the Philippines, librarians have been exercising careful handling of personal data. As
stated on the Code of Ethics for Registered Librarians in the Philippines, “Librarian should keep in
confidence information that has been obtained in the course of professional service except when
disclosure to the appropriate authority is clearly in the public interest”. Furthermore, librarians
are extremely well positioned to promote privacy in social media because of their privacy history
and expertise as data specialists and professionals with common set of guidelines to follow. But
the control or restricted access over whether information should be released is not sufficient to
guarantee privacy. A legislative and regulatory structure must be in place to assure that access to
private data is limited to the individuals and purposes for which it was designed (Lamdan, 2015).
But through the passage of time, libraries are no longer confined on the protection of the
confidentiality of records.

In 2012, the Philippine Congress raised the Data Privacy Act (DPA)

which became effective in 2016. Many information controllers and processors are struggling to
5

understand how to comply with DPA since there are no real precedents to provide guidance
(Dominguez, 2017). On the other hand, Presbitero and Ching (2018) assessed the compliance of
Philippine state universities to the DPA of 2012 and had found that factors such as lack of
awareness, lack of resources, and low priority in the agenda are critical factors in complying.
With this, universities and libraries are encouraged to practice and formulate their own policy in
compliance with the DPA.

The National Library of the Philippines had already created its own

policy to protect private information it may collect about its clients and others from unauthorized
access and dissemination in consonance with laws dealing with personal privacy.
In Saint Mary’s University Learning Resource Center (SMULRC), librarians recognized data
privacy protection. However, much is still need to be done when it comes to ensuring the privacy
of the library users.

For instance, it has been a common practice that library users’ personal

information is collected by the library without informing them why such information is collected.
The library users are giving their information without asking for the purpose and how will their
information be used. Such unawareness about their data privacy leads to actions that are against
data privacy.

There is no specified duration to which the personal information is kept by the

library. Thus, there is really a need for the ULRC to have its own data privacy manual to guide the
librarians in handling the information collected from the library users. The results of the study
would be the basis for the formulation of a data privacy manual for the library in consonance to
the data privacy policy of the university as well as the DPA of 2012.
Statement of Objectives.

The objective of the study was to determine the level of

knowledge and practice on the implementation of data privacy law in SMULRC.

Specifically, it

aimed to: 1. Determine the knowledge of library stakeholders on the Philippine Data Privacy Law
in terms of scope of application, data privacy principles, lawful processing of personal data,
security measures for data protection, data privacy and security, rights of the data subject; and
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rules of accountability; and 2. Determine the practice of SMULRC on data privacy law
implementation in relation to RA 10173 and its implementing rules and regulation on the scope of
application, data privacy principles, lawful processing of personal data, security measures for data
protection, data privacy and security, rights of the data subject; and rules of accountability.

Methodology
The study employed mixed method of research to determine the knowledge of
stakeholders and practices of the ULRC in Saint Mary’s University on DPA of 2012. The study was
conducted to 115 stakeholders of Saint Mary’s University, Bayombong, Nueva Vizcaya selected
through random sampling. The stakeholders consisted of students, librarians, faculty, and staff of
the university who were frequent library users. The research instrument used was a researchermade questionnaire based on the Implementing Rules and Regulations of RA 10173 known as DPA
of 2012.

The questionnaire was based on the context of an academic library in SMU.

It was

presented to the library and information science, and research experts for face and content
validity.

It consisted of two (2) parts: 1) demographic profile of the respondents; and 2)

knowledge and practices on data privacy of the respondents and open-ended questions.
Descriptive statistics such as percent, frequency, and mean were used to describe the data
gathered; and documentary sources were also used to validate the results.

Results and Discussions
Knowledge of Library Stakeholders and Practices of the Library on the Scope of
Application. Privacy is a privileged right of any individual. It refers to the private matters or life
of individuals, and everyone has a privacy right to make inquiries while not being investigated or
monitored (ALA, 2012).
7

Table 1. Knowledge and Practices on Scope of Application
Data Privacy Act of 2012
Scope of Application

Yes
F

1. The processing of personal data is being
done in the ULRC.
2. The data privacy, practices or processing
relates to personal data about ULRC
library users.
Mean Average

103
102
102.5

Knowledge
Qualitative
Description
%
Great
89.6
Knowledge
Great
88.7
Knowledge
89.15

Great
Knowledge

Practices
Yes

Qualitative
Description
Great
Practiced

F

%

100

87.0

101

87.8

Great
Practiced

100.5

87.4

Great
Practiced

Legend: 79% & below - With Little Knowledge/Practiced; 80%- 84% - With Moderate Knowledge/Practiced;
85%-89% - Great Knowledge/Practiced
90%-100% - Very Great Knowledge/Practiced

The stakeholders manifested great knowledge on the DPA of 2012 in terms of scope of
application. They understood well that the processing of personal data was done in the ULRC and
that the data privacy practices or processing relates to their personal data.

However, some

students mentioned that they were “not fully aware of the scope of the act and not familiar of the
specific provisions” and some faculty mentioned that “they do not have much knowledge about
the scope and application of DPA of 2012”. Prior to the conduct of this study, two (2) seminars
were conducted to all the University employees as part of the implementation. On the part of the
students, they were asked to sign a consent form regarding their personal information collected
by the university during enrolment.
Table 1 revealed that the practice of ULRC in terms of the scope of application of the DPA
of 2012 was great.

This may be due to the posters bearing the Data Privacy Policy of the

university inside the campus which aimed to increases awareness on data privacy of personal
information.

Based on Article 3 of the Directive of the European Parliament (1995), the scope

relates to the processing of personal data and that the processing should not be done outside the
scope of the community law.

Similarly, all transactions relating to the library are done in the

ULRC and that the data privacy policy applies to all personal information of the library users. The
library stakeholders suggested that the ULRC should “conduct forum on data privacy to have basic
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knowledge on how to process information”. They also mentioned that one of the problems they
encountered was the “inconsistent practice”.
Knowledge of Library Stakeholders and Practices of the Library on Data Privacy
Principles. Article 12 of the Universal Declaration of Human Rights defined privacy as a human
right. It states that “No one shall be subjected to arbitrary interference with his privacy, family,
home or correspondence, nor attack upon his honor and reputation.”

Moreover, the United

Nations General Assembly in 2013 and 2014 adopted resolutions and the “Right to privacy in the
digital age”, calling all countries to “respect and protect the right to privacy including in the
context of digital communication.”
Table 2. Knowledge and Practices on Data Privacy Principles
Data Privacy Act of 2012
Data Privacy Principles
1. The ULRC informs the library user about
the nature, purpose, method, extent of
processing his/her personal data
2. The ULRC informs the library user of
his/her rights as data subject.
3. Library user is informed about the
identity and contact details of the ULRC
as personal information controller.
4. Processing of library users’ personal
data by the ULRC is in accordance to
the declared and specified purpose
which must not be contrary to law,
morals or public policy.
5. The ULRC obtains the library user’s
consent
before
collecting
and
processing their personal information.
6. The ULRC informs the library users on
what data will be collected, the period
of collection and how long the collected
data will be stored.
7. The processing of library users’
information by the ULRC is transparent
and in accordance with his/her rights.
8. Personal data collected from the library
users’ are retained at the ULRC only be
until the declared, specified and
legitimate purpose has been achieved.
9. Library users’ personal data are
disposed or discarded by the ULRC in a
secure manner that would prevent
further processing and unauthorized

F

Knowledge
Qualitative
%
Description

100

87.0

94

Yes

Practices
Yes

Qualitative
Description

F

%

Great
Knowledge

94

81.7

With Moderate
Practiced

81.7

With Moderate
Knowledge

86

74.8

With Little
Practiced

84

73.0

With Little
Knowledge

82

71.3

With Little
Practiced

105

91.3

Very Great
Knowledge

100

87.0

Great Practiced

106

92.2

Very Great
Knowledge

99

86.1

Great Practiced

94

81.7

With Moderate
Knowledge

89

77.4

With Little
Practiced

96

83.5

With Moderate
Knowledge

95

82.6

With Moderate
Practiced

94

81.7

With Moderate
Knowledge

97

84.3

With Moderate
Practiced

92

80.0

With Moderate
Knowledge

88

76.5

With Little
Practiced
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Data Privacy Act of 2012
access or disclosure.
10. The ULRC allows data sharing if the
library user consents to the data
sharing.
11. Data collected from the library users
by the ULRC for purpose of research is
allowed provided that the personal
data is publicly available or has the
consent of the library users.

Knowledge

Practices

92

80.0

With Moderate
Knowledge

88

76.5

With Little
Practiced

98

85.2

With Moderate
Knowledge

96

83.5

With Moderate
Practiced

Great
With Moderate
92.18
80.15
Knowledge
Practiced
Legend: 79% & below - With Little Knowledge/Practiced; 80%- 84% - With Moderate Knowledge/Practiced;
85%-89% - Great Knowledge/Practiced;
90%-100% - Very Great Knowledge/Practiced
Mean Average

95.91

83.39

Generally, the stakeholders were greatly knowledgeable on the data privacy principles.
The stakeholders have substantial knowledge on the IRR of DPA particularly on the data privacy
principles.

Moreover, the result also showed that they understand and are aware about the

nature, scope, and purpose of the personal data collected from them as well as the conditions
regarding the storage of their personal data. Table 2 revealed that the stakeholders were very
greatly knowledgeable on the ULRC’s processing and collecting their personal data in accordance
to the declared and specified purpose and obtained their consent. Their immense knowledge is
maybe because, as practiced, when doing transactions that require disclosure of our personal
information, they require consent or permission and should inform them about the purpose for
the data collection. In addition, the findings corroborate the results of the survey conducted by
Cotter and Sasso (2016) in which the respondents emphasized the importance of getting the
consent of the person from whom information is collected. They further explained that this can
prevent violation of the patrons’ privacy.

Meanwhile, they have little knowledge about the

identity and contact details of the ULRC personal information controller. Their inadequate
knowledge shows that there should be transparency on the part of the ULRC as to who has the
responsibility to handle the stakeholders’ personal information. This observation was affirmed by
the library stakeholders: “Not fully aware of data privacy, I don’t have much knowledge on data
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privacy principles and inadequate knowledge of the act”. In this respect, Gressel (2014) described
libraries as “beacons of privacy”.

This statement reflects the duty of libraries to safeguard the

privacy of their library users. Seemingly, librarians would only be able to identify and take
appropriate action against personal information violation when they are well aware of personal
information and privacy principles (Noh, 2017).
Generally, the ULRC moderately practiced the data principle provisions of the DPA of
2012. The ULRC greatly practiced that processing of library users’ personal data is in accordance
to the declared and specified purpose which must not be contrary to law, morals or public policy
and obtains the library user’s consent before collecting and processing their personal information.
The university crafted its own data privacy policy for students and alumni as well as for the
university employees and copies of the policy were given to the stakeholders. At the same time,
their consent was obtained by letting them sign the consent form in order to legally process their
information for the declared purposes. In the ULRC, personal information of the library users is
collected for the purpose of identification.

For students, they are asked to supply the needed

information in their library cards such as name, year and section, address, ID number, and the
current school year. For the faculty, they are asked to answer the faculty profile form indicating
their name, department, contact number, and subjects they teach.

Meanwhile, the ULRC has

little practiced on the following provisions under the data privacy principle of the DPA: 1) The
ULRC informs the library user of his/her rights as data subject; 2) Library user is informed about
the identity and contact details of the ULRC as personal information controller; 3) The processing
of library users’ information by the ULRC is transparent and in accordance with his/her rights; 4)
Library users’ personal data are disposed or discarded by the ULRC in a secure manner that would
prevent further processing and unauthorized access or disclosure; and 5) The ULRC allows data
sharing if the library user consents to the data sharing.
11

This indicates that to some extent the

ULRC has poorly complied with the provisions of the data privacy principle. This is due to the fact
that the Data Privacy is newly implemented in the country and introduced to the Marian
community. As such, the different offices in the university which include the ULRC are yet to craft
their own data privacy manual based on the newly crafted data privacy policy of the university.
Moreover, according to library stakeholders, “sometimes they encountered difficulty to access
their personal information in the ULRC” and that “there must be an imposed limit regarding data
privacy implementation in the ULRC” due to “inadequate manifestation” of the provisions of the
act.
Knowledge of Library Stakeholders and Practices of the Library on Lawful Processing of
Personal Data.

According to Lin (2016), increasing users’ privacy awareness is one way to let

them understand the threats and safeguard their personal information. Milne, Rohm, and Bahl
(2004) also pointed that educating users on how their information is monitored, processed, and
shared through the internet is one of the best ways to protect the users’ privacy.
Table 3. Knowledge and Practices on Lawful Processing of Personal Data
Data Privacy Act of 2012
Lawful Processing of Personal Data

Yes
F

Knowledge
Qualitative
%
Description

Practices
Yes
F

%

Qualitative
Description

1. Processing of library user personal data
With Moderate
With Moderate
by the ULRC is allowed unless
96
83.5
96
83.5
Knowledge
Practiced
prohibited by the law.
2. The processing of the sensitive or
privileged information of library users’
in the ULRC is prohibited and can be
101
87.8 Great Knowledge
103
89.6
Great Practiced
allowed if the library user has given
his/her consent.
Mean
98.5
85.65 Great Knowledge 99.5
86.55 Great Practiced
Legend: 79% & below - With Little Knowledge/Practiced; 80%- 84% - With Moderate Knowledge/Practiced;
85%-89% - Great Knowledge/Practiced
90%-100% - Very Great Knowledge/Practiced

It is apparent from Table 3 that the stakeholders were greatly knowledgeable on the
lawful processing of their personal information especially the sensitive or privileged information
and is allowed to use with their consent. This indicates that the stakeholders have substantial
understanding on their right to personal information. On the other hand, some of the problems
12

encountered by the library stakeholders in relation to the lawful processing of their personal data
were noted such as: “right for privacy”, “I don’t have much knowledge on processing of personal
data”, and “some people have no idea about which information is covered by the data processing
act”.

Moreover, the DPA was discussed during the Administrative Session for employees.

However, one of the faculty stated that: “It was discussed in one of the Administrative Sessions,
however, I think it was not fully explained.
Generally, the legitimate handling of personal data of library stakeholders was greatly
practiced by the URLC. It was apparent that the ULRC greatly practiced prohibiting the processing
of sensitive or privileged information of the library stakeholders unless there is consent from the
data subject.

Thus, the ULRC complies with the provisions of Data Privacy Act of 2012 in the

lawful processing of personal information of data subjects.
Knowledge of Library Stakeholders and Practices of the Library on Security Measures for
Data Protection. ALA urged all types of libraries to craft and develop privacy policy. According to
ALA, the crafting of library privacy policy should be aligned with the primary institutions’ policy on
privacy. It mandates that in developing and revising policy, librarians should limit the third party
service providers in monitoring, collecting, disclosing, and distributing personal information. They
should avoid creation of unnecessary records including camera recordings, retaining of records
that are not needed, and not practice methods and ways that can expose personal information to
the public.

In addition, patrons’ record should be stored on local server. As response to ALA

recommendation and in compliance to the DPA, the goal of this study was to be able to craft a
proposed privacy policy for the SMULRC aligned with the university’s privacy policy.
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Table 4. Knowledge and Practices on Security Measures for Data Protection
Data Privacy Act
Security Measures for Data Protection

Yes
F

1. In the ULRC, librarians who are involved in
the processing of library user’s personal
data are accountable for ensuring
compliance with applicable laws and
regulations for protection of data privacy
and security.
2. The ULRC has its policy on data processing
system.
3. The ULRC identifies the duties and
responsibilities of librarians assigned to
have access on library users’ personal data.
4. The ULRC has a protocol and design for
collection of personal data.
5. The ULRC has policy and procedure for
library users’ to exercise their rights under
the DPA.
6. The ULRC has procedure to limit the
processing of data.
7. The ULRC has data retention schedule.
8. The ULRC has policy for documentation,
regular review, evaluation and updating of
the privacy and security policies and
practices.
9. The ULRC implements policies and
procedures to limit physical access to its
facility and workstations.
10. Physical arrangement of furniture and
equipment in the ULRC provides privacy to
anyone processing personal data.
11. The duties, responsibilities and schedule of
librarians in processing library users’
personal data are clearly defined.
12. The ULRC implements policies and
procedures regarding the transfer, removal,
disposal and re-use of electronic media to
ensure appropriate protection of personal
data.
13. The ULRC has technical and physical
security measures for data protection to
safeguard the availability, integrity and
confidentiality of library users’ personal
data.
14. The ULRC conducts regular assessment for
vulnerabilities in its computer systems.
15. The ULRC use data encryption,
authentication process and other measures
to control and limit access to electronic data
in the library.

Knowledge
Qualitative
%
Description

Yes
F

Practices
Qualitative
%
Description

107

93.0

Very Great
Knowledge

111

96.5

Very Great
Practiced

95

82.6

With Moderate
Knowledge

93

80.9

With Moderate
Practiced

92

80.0

With Moderate
Knowledge

96

83.5

With Moderate
Practiced

91

79.1

With Little
Knowledge

90

78.3

With Little
Practiced

93

80.9

With Moderate
Knowledge

93

80.9

With Moderate
Practiced

82

71.3

84

73.0

77

67.0

76

66.1

85

73.9

With Little
Knowledge

87

75.7

With Little
Practiced

99

86.1

Great Knowledge

100

87.0

Great Practiced

95

82.6

Moderate
Knowledge

101

87.8

Great Practiced

95

82.6

With Moderate
Knowledge

91

79.1

With Little
Practiced

87

75.7

With Little
Knowledge

86

74.8

With Little
Practiced

101

87.8

Great Knowledge

102

88.7

Great Practiced

87

75.7

With Little
Knowledge

89

77.4

With Little
Practiced

100

87.0

Great Knowledge

103

89.6

Great Practiced

With Little
Knowledge
With Little
Knowledge

With Little
Practiced
With Little
Practiced

With Moderate
With Moderate
93.47 81.29
Knowledge
Practiced
Legend: 79% & below - With Little Knowledge/Practiced; 80%- 84% - With Moderate Knowledge/Practiced;
85%-89% - Great Knowledge/Practiced
90%-100% - Very Great Knowledge/Practiced
Mean Average

92.4

80.35
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In general, the stakeholders had moderate knowledge on the security measures for data
protection which suggests that there is a need to improve their awareness to protect them from
unlawful use of data. On security measures, the stakeholders were very greatly knowledgeable
that the librarians and the ULRC are accountable for ensuring compliance with applicable laws and
regulations. In addition, they were greatly knowledgeable that it should implement policies and
procedures to limit physical access to its facility and workstations, that it should have technical
and physical security measures for data protection to safeguard the availability, integrity and
confidentiality of library users’ personal data and use data encryption, authentication process, and
other measures to control and limit access to electronic data in the library. This means that the
stakeholders have substantial knowledge on the accountability of the ULRC and the manner in
which it protects and safeguard their personal information whether in print or electronic format.
These observations were affirmed by one faculty respondent who stated that “The ULRC has
always been securing measures for data protection”.
On the other hand, the stakeholders had little knowledge that the ULRC should have
protocol and design for collection of personal data, procedure to limit the processing of data, data
retention schedule, policy for documentation, regular review, evaluation and updating of the
privacy and security policies and practices, policies and procedures regarding the transfer,
removal, disposal and re-use of electronic media to ensure appropriate protection of personal
data, and conducts regular assessment for vulnerabilities in its computer systems.

This means

that the stakeholders have insufficient knowledge on the activities that the library should
undertake in order to ensure security and privacy of their personal information. Similarly, some
faculty respondents stated that: “Policies and procedures in processing personal information in the
library should be discussed among the users and staff” and that ULRC “needs to inform [the]
stakeholders”. In this domain, the results imply that the stakeholders have moderate knowledge
15

on the security measures the ULRC should implement to protect their personal data which
indicated a modest awareness on data protection security protocols.

The importance of

establishing provisions on security measures for data protection is governed by the IFLA Internet
Manifesto (2014) which stated that “Library and information services have a responsibility to strive
to ensure the privacy of their users, and that the resources and services that they use remain
confidential.”
Generally, the ULRC moderately practiced the provisions on the security measures of data
protection. This meant that the ULRC had modest practice of the provisions on the security
measures of data protection and thus needs improvement in this aspect. It was evident that the
ULRC very greatly practiced that the librarians who were involved in the processing of library
users’ personal data are accountable for ensuring compliance to data privacy and security.
Moreover, ULRC greatly practiced the following provisions on security measures for data
protection: The ULRC implements policies and procedures to limit physical access; The ULRC
implements policies and procedures to limit physical access to its facility and workstations;
Physical arrangement of furniture and equipment provides privacy to anyone processing personal
data; It has technical and physical security measures for data protection to safeguard the
availability, integrity, and confidentiality of library users’ personal data; It uses data encryption,
authentication process, and other measures to control and limit access to electronic data in the
library.
In the ULRC, librarians who are involved in the processing of personal information are
deemed responsible in safeguarding the personal information of the library stakeholders. Figure 5
shows that the ULRC identifies the duties and responsibilities of LWS assigned to have access on
library users’ personal data as stipulated in the LWS Handbook p. 7, under the Confidentiality of
Records.
16

They are also held accountable when there is data breach. In addition, each section of the
ULRC has its own circulation counter where all transactions are done between the librarian/library
working student and library user. The area is enclosed and only the librarian and library working
student is allowed to enter and access the circulation files. Moreover, library computers are
protected from vulnerabilities through the use of username and passwords given to the librarians
and library working students. For computers used for circulation, the librarians are given access to
circulation, searching as well as cataloging modules of the Destiny Library Manager while the
library working students are given access to circulation and searching modules only. Library users
are allowed to use the computers for Online Public Access Catalog (OPAC) in the ULRC for
searching only. Furthermore, the Center of Information and Computing Department (CICT) of the
university ensures that the students using the e-libraries can only access reliable and educational
websites through installation of web filters and stronger firewall to the computers while the
CETSO regularly checks and conducts cleaning of computers to safeguard them from
vulnerabilities.
On the other hand, the ULRC has little practiced on the following provisions: The ULRC has
procedures to limit the processing of data; It has data retention schedule; It has policy for
documentation, regular review, evaluation, and updating of the privacy and security policies and
practices; The duties, responsibilities, and schedule of librarians in processing library users’
personal data are clearly defined; It implements policies and procedures regarding the transfer,
removal, disposal, and re-use of electronic media to ensure appropriate protection of personal
data; It conducts regular assessment for vulnerabilities in its computer systems; It indicates that
the ULRC had inadequate practice of the provisions regarding the policies on the limitation,
retention, and use of personal information of the library users as well as the clear definition of the
duties and responsibilities of the librarians handling the processing of the personal information of
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the library users. Parallel to the results, the respondents commented that the above mentioned
provisions were “rarely practiced” thus they suggested that “there should be a written policy that
is clear for everyone to avoid violation”.
Knowledge of Library Stakeholders and Practices of the Library on Data Privacy and
Security of Information.

According to Gerber, Gerber, Drews, Kirchner, Schlegel, Schmidt, and

Scholz (2017), knowledge on awareness is important so that library users realize the risks of
disclosing their personal information and they can make informed decisions in giving their
personal information. Moreover, according to Lin (2016), increasing users’ privacy awareness is
one way to let them understand the threats and safeguard their personal information. Gorman
(2015) and Milne, Rohm, and Bahl (2004) also pointed that educating users how their information
is monitored, processed, and shared through the internet is one of the best ways to protect the
users’ privacy.
Table 5. Knowledge and Practices on Data Privacy and Security of Information
Data Privacy
Data Privacy and Security of Information

Yes
F

Knowledge
Qualitative
%
Description
Very Great
91.3
Knowledge

Practice
Yes
F

%

Qualitative
Description
Very Great
Practiced

1. All sensitive personal information
105
105
91.3
maintained by the ULRC is secured.
2. No one in the ULRC is allowed to access
sensitive personal information on-site
103
89.6 Great Knowledge
102
88.7
Great Practiced
or through online facilities unless given
consent by the ULRC Director.
3.
Sensitive
personal
information
maintained by the ULRC cannot be
101
87.8 Great Knowledge
99
86.1
Great Practiced
transported
or
accessed
unless
permitted by the ULRC Director.
Mean Average
103
89.57 Great Knowledge
102
88.7
Great Practiced
Legend: 79% & below - With Little Knowledge/Practiced; 80%- 84% - With Moderate Knowledge/Practiced;
85%-89% - Great Knowledge/Practiced
90%-100% - Very Great Knowledge/Practiced

The table indicates that the stakeholders were either very greatly or greatly
knowledgeable that all sensitive personal information maintained in the ULRC are secured by
means of not allowing access and transport of information unless permitted by the ULRC Director.
This reveals that the stakeholders have substantial understanding about the DPA provisions in
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terms of the data privacy and security of information handled by the ULRC. Although some of
them expressed that they were still “not familiar” on the provisions of data privacy and security of
information.

Sensitive personal information requirements and standards for collecting and

processing are more restrictive (Dominguez, 2017).

Furthermore, according to Pearson and

Charlesworth (2009), users’ privacy and confidentiality risks vary depending on the terms of
service and privacy policies established by the organization.

Smith et al. (1996) found that

improper access is a major concern in data protection.
Generally, the ULRC greatly practiced the provisions on data privacy and security of
information of the library users. This indicates that the ULRC strictly implements data privacy and
practice strong protection of sensitive personal information.

The results manifest that the ULRC

very greatly practice that all sensitive personal information it maintains is secured. Moreover, it
greatly practice that no one in the ULRC is allowed to access sensitive personal information on-site
or through online facilities unless given consent by the ULRC Director and the sensitive personal
information it maintains cannot be transported or accessed unless permitted by the ULRC
Director. It was also affirmed by one of the respondents stating that “all data are secured” in the
ULRC. Moreover, it further indicated that the ULRC gives importance to the trust the library users
had given and lives up to its role as “beacons of privacy”.

This statement reflects the duty of

libraries to safeguard the privacy of its library users (Gressel, 2014).
Knowledge of Library Stakeholders and Practices of the Library on Rights as Data
Subjects. The right to be informed is a most basic right and the right as a data subject includes
the right to be informed that the personal data collected and processed for a specific purpose. It
empowers the data subject to consider other actions to protect his or her data privacy and assert
his or her other privacy rights.
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Table 7. Knowledge and Practices on Rights as Data Subjects
Data Privacy Act
Right as Data Subjects
1. The library user is informed whether
personal data pertaining to him/her are
being or have been processed.
2. The library user is notified and given an
opportunity to object or withhold
consent to further processing of his/her
information in case of changes or any
amendment to the information supplied
or declared.
3. The library user has access on the
contents of his or her personal data that
were processed.
4. The library user can correct the
inaccuracy or error in his/her personal
data and let the ULRC correct it.
5. The library user has the right to
suspend, withdraw or order the
blocking, removal or destruction of his
or her personal data from the ULRC.
6. The library user is indemnified for any
damages sustained due to inaccurate,
incomplete, outdated, and false,
unlawfully obtained or unauthorized
use of his/her personal data.

F

Knowledge
Qualitative
%
Description

91

79.1

93

80.9

100

Yes

Practices
Yes

Qualitative
Description

F

%

94

81.7

With Moderate
Practiced

With Moderate
Knowledge

93

80.9

With Moderate
Practiced

87.0

Great Knowledge

104

90.4

Very Great
Practiced

98

85.2

Great Knowledge

101

87.8

Great Practiced

91

79.1

97

84.3

With Moderate
Practiced

91

79.1

95

82.6

With Moderate
Practiced

With Little
Knowledge

With Little
Knowledge

With Little
Knowledge

With Moderate
With Moderate
97.33
84.62
Knowledge
Practiced
Legend: 79% & below - With Little Knowledge/Practiced; 80%- 84% - With Moderate Knowledge/Practiced;
85%-89% - Great Knowledge/Practiced
90%-100% - Very Great Knowledge/Practiced
Mean Average

94

81.73

Generally, the stakeholders had moderate knowledge and still had to be informed further
on their rights as data subjects. Since the implementation of the DPA was just enacted last year in
the university, the stakeholders were not yet fully aware of their rights as data subjects. It was
evident from the result that the stakeholders were greatly knowledgeable that they have the right
to access their own personal information and have the right to correct any inaccuracy or error
regarding their personal information.

This implies that they have substantial knowledge

regarding the agreement between them and the ULRC regarding access and correction of their
personal information.

However, they have exhibited little knowledge on their right to be

informed if their personal information is being processed, their right to suspend, withdraw or order
the blocking, removal or destruction of their personal data from the ULRC and that they are
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indemnified for any damages sustained due to inaccurate, incomplete, outdated, and false,
unlawfully obtained or unauthorized use of their personal data. This meant that they have
inadequate knowledge about their basic right to be informed when their personal information is
processed or destroyed. This finding can be attributed to the challenges encountered by some
faculty respondents as indicated: “I don’t have much knowledge on the rights of the library user”
and there is “inadequate information” given to them. The results correlate with the New Zealand
law wherein the right to information privacy is protected by the Privacy Act 1993 in which the act
establishes the right of the people to access their information and make corrections of errors
(Nixon, 2017).
Overall, the ULRC had moderate or modest practiced of the provisions on the rights of the
library users as data subjects. In this domain, it was apparent that the ULRC had moderate
manifestation of the coverage of the DPA of 2012 particularly on the rights of the library users as
data subjects. Hence, they needed to be further informed about their rights.
It was evident that the ULRC very greatly practiced the right of the library user to have
access on the contents of his or her personal data that were processed and greatly practiced the
right of the library user to correct the inaccuracy or error in his/her personal data and let the ULRC
correct it. Meanwhile, the ULRC moderately practiced the following rights of the library users:
The library user is informed whether personal data pertaining to him/her are being or have been
processed; the library user is notified and given an opportunity to object or withhold consent to
further processing of his/her information in case of changes or any amendment to the information
supplied or declared; the library user has the right to suspend, withdraw or order the blocking,
removal or destruction of his or her personal data from the ULRC; and the library user is
indemnified for any damages sustained due to inaccurate, incomplete, out-dated, and false,
unlawfully obtained or unauthorized use of his/her personal data.
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One respondent stated that the “information gathered/recorded should have clear
purpose known to the data subject”. Furthermore, data subjects have the right to object at any
time to processing and profiling activities unless the controller demonstrates otherwise while
bearing the costs of doing so (European Union, 2016).
Knowledge of Library Stakeholders and Practices of the Library on Rules of
Accountability.

The personal information controller is held responsible for any personal data

under its custody such as outsourced or transferred information to a personal information
processor or a third party for processing, be it domestically or internationally, subject to crossborder arrangement and cooperation (DPA, 2012).
Table 8. Knowledge and Practices of Library Stakeholders on Rules of Accountability
Data Privacy Act
Rules of Accountability
1. The ULRC is accountable for complying
with the requirements of DPA of 2012.
2. In cases where a library user files a
complaint for violation of his or her
rights as data subject, and for any injury
suffered as a result of the processing of
his or her personal data, the liability is
imposed on the ULRC.
3. The person who committed the
unlawful act or omission of a personal
data based on substantial evidence is
recommended
for
appropriate
penalties.

F

Knowledge
Qualitative
%
Description

97

84.3

99

86.1

102

88.7

Yes

Practices
F

%

Qualitative
Description

98

85.2

Great Practiced

Great Knowledge

102

88.7

Great Practiced

Great Knowledge

103

89.6

Great Practiced

With Moderate

Yes

Knowledge

Mean Average
87.83 Great Practiced
99.33
86.37 Great Knowledge 101
Legend: 79% & below - With Little Knowledge/Practiced; 80%- 84% - With Moderate Knowledge/Practiced;
85%-89% - Great Knowledge/Practiced
90%-100% - Very Great Knowledge/Practiced

Generally, the stakeholders were greatly knowledgeable of the obligations and
responsibilities of the ULRC as personal data controller of their personal information.

The

stakeholders have substantial knowledge on the accountability of the ULRC in processing their
personal information. They are also aware that the ULRC should be able to show and prove that
they respect the people’s privacy through their compliance to the provisions of the DPA.
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However, some library stakeholders stated that “they don’t have much knowledge and not
familiar on rules of accountability”.

In an interview with the librarians, they said that they

emphasized the confidentiality of the data and records of the faculty, librarians, and students.
Therefore, librarians need to be proactive and accountable to defend information privacy rights
and comply with legislation (Sutlieff & Chelin, 2010). When considering contexts in which there
are no accountability mechanisms in place, the principle of accountability is clearest when there is
no structure to report breaches of the law.
Generally, the provisions specified on the rules of accountability were greatly practiced.
The ULRC acknowledges their responsibility and accountability as personal data controller which
means that they are familiar with the terms and conditions as well as penalties the library will face
if there are violations of the DPA of 2012. One respondent expressed that “penalties should be
clear”. Under the Code of Proper Conduct for SMU personnel, Chapter 3, no. 33, it is specified
that “padding of university documents and records” is an act that is detrimental to the interest of
the university and is normally penalized by suspension in the first offense and dismissal for second
offense.
Conclusions and Recommendations
Libraries are not exempted from data privacy law in the Philippines. Thus, librarians are
responsible for protecting and safeguarding collected personal data and information from users.
To fully implement this, there is a need to formulate library data privacy manual.

The study

revealed that the University Library implemented the Data Privacy Act of the Philippines. Hence,
the library stakeholders exhibited substantial to immense knowledge on the DPA of 2012
particularly on the scope of application, data privacy principles, lawful processing of personal data,
data privacy and security, rights of the data subject and rules of accountability. They understand
that their personal information is confidential and that they are aware about the data privacy law
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provisions. This can be attributed to the fact that the university implemented its campaign on the
massive awareness on data privacy policy through seminars, posters, and bulletin boards inside
the campus.
On the other hand, the University Library had greatly practiced on the scope of
application, lawful processing of personal data, data privacy and security, and rules of
accountability. The ULRC has conformed to the provisions of the data privacy law, and this can be
attributed to the idea that libraries have long been practicing confidentiality of library users’
information and that part of the librarians’ code of ethics is on keeping the privacy of library users’
information. It had moderately practiced on data privacy principles, security measures, and data
protection and on the rights of library users which indicates that, in terms of provision of security
measures for data protection and informing library users on their right as data subjects.

The

library discloses and ensures that its users are aware of its privacy procedures.
Inasmuch as the library stakeholders were found to have little knowledge on some
provisions of the DPA, the following are suggested: 1) Library stakeholders should familiarize
themselves with the provisions of DPA of 2012 to avoid any unwanted disclosure of their personal
information; and 2) The ULRC should take the initiative to educate the library stakeholders on
their data privacy policies such as orientation seminar, creation of flyers, etc.; 3) A copy of the
data privacy manual be provided to the librarians for easy reference and practical use; 4) An
orientation be conducted on the duties and responsibilities of PIPs and rights of the data subjects
be done; and 5) It is recommended that the administration supports and allows the employees to
attend relevant seminars on Data Privacy to help them enrich and broaden their understanding on
data privacy.
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